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Mission Statement 

Our mission is to be a happy, caring and compassionate Catholic community where each child‟s gifts 

are developed to the full and the foundations for lifelong learning are laid down. Everyone will be 

supported, nurtured and inspired to be the very best they can be and to persevere to overcome 

life‟s challenges. With God‟s help, we will educate our children to live safely and responsibly, to 

care for His wonderful creation and to live their lives through the example of Jesus and the 

values of the Gospel. 

 
Rationale 

The safeguarding of the children at St Dunstan‟s is of utmost importance. We are committed to 

ensuring the best procedures are in place and see e-safety as an area of significant importance. 

This policy should be read in conjunction with other policies which include those of: behaviour, 

safeguarding, data handling and photograph and video. 
 
St Dunstan‟s on-Line Safety Co-ordinator is: Mrs J. Birch acting 

St Dunstan‟s Child Protection Officer is: Mrs J. Birch  

St Dunstan‟s Deputy Child Protection Officer is: Mrs S. Loveder, Mrs A O‟Donovan 

Governor with responsibility for On-Line Safety is: Mr N. Smithson 

 
Using This Policy 

All staff are responsible for promoting and supporting safe behaviours and for following e-safety 

procedures. They are aware of their own personal responsibilities to protect the security and 

confidentiality of the school. 

 The school will ensure that matters associated with e-safety are highlighted at least termly to 

discuss current concerns or issues. 

 The school will have an e-safety co-ordinator. Any e-safety concerns should be reported in 

accordance with our safeguarding policy. 

 Our e-safety policy has been written building on best practice and government guidance.  It 

has been agreed by senior management and approved by Governors.   

 The e-safety policy covers the use of all technology which can access the school network and 

the internet or which facilitates electronic communication from school to beyond the bounds of 

the site.  This includes but is not limited to workstations, laptops, mobile phones, tablets and 

hand held games consoles used on the school site. 

 The e-safety policy recognises that there are differences between the use of technology as a 

private individual and as a member of staff / pupil. 
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1.0 Introduction 

 

ICT in the 21st Century is seen as an essential resource to support learning and teaching, as well 

as playing an important role in the everyday lives of children, young people and adults.  

Consequently, schools need to build in the use of these technologies in order to arm our young 

people with the skills to access life-long learning and employment. 

 

Information and Communications Technology covers a wide range of resources including; web-

based and mobile learning.  It is also important to recognise the constant and fast paced evolution 

of ICT within our society as a whole.  In the general context internet technologies now enable 

children and adults to use both inside and outside of the classroom include: 

 

• Websites 

• Apps 

• E-mail, Instant Messaging and chat rooms 

• Social Media, including Facebook and Twitter 

• Mobile/ Smart phones with text, video and/ or web functionality 

• Other mobile devices including tablets and gaming devices 

• Online Games 

• Learning Platforms and Virtual Learning Environments 

• Blogs and Wikis 

• Podcasting 

• Video sharing 

• Downloading 

• On demand TV and video, movies and radio / Smart TVs 

 

Whilst exciting and beneficial both in and out of the context of education, much ICT, particularly 

web-based resources, are not consistently policed.  All users need to be aware of the range of 

risks associated with the use of these Internet technologies and that some have minimum age 

requirements (13 years in most cases). 

 

At St. Dunstan‟s school, we understand the responsibility to educate our pupils on eSafety issues; 

teaching them the appropriate behaviours and critical thinking skills to enable them to remain 

both safe and legal when using the internet and related technologies, in and beyond the context of 

the classroom. 

 

Schools hold personal data on learners, staff and others to help them conduct their day-to-day 

activities.   Some of this information is sensitive and could be used by another person or criminal 

organisation to cause harm or distress to an individual. The loss of sensitive information can result 

in media coverage, and potentially damage the reputation of the school. 

 

Everybody in the school community has a shared responsibility to secure any sensitive information 

used in their day to day professional duties and even staff not directly involved in data handling 

should be made aware of the risks and threats and how to minimise them. 

 

Both this policy and the Acceptable Use Agreement (for all staff, Governors, regular visitors[for 

regulated activities] and pupils) are inclusive of both fixed and mobile internet; technologies 

provided by the school (such as PCs, laptops, mobile devices, webcams, whiteboards, voting 
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systems, digital video equipment, etc); and technologies owned by pupils and staff, but brought 

onto school premises (such as laptops, mobile phones and other mobile devices) 

 

2.0 ESafety Leadership 

 

As eSafety is an important aspect of strategic leadership within the school, the Head and 

Governors have ultimate responsibility to ensure that the policy and practices are embedded and 

monitored.  The named eSafety co-ordinator in this school is Mrs J. Birch who has been 

designated this role as a member of the senior leadership team.  All members of the school 

community have been made aware of who holds this post.  It is the role of the eSafety co-

ordinator to keep abreast of current issues and guidance through organisations such as Surrey 

Learning, CEOP (Child Exploitation and Online Protection) and Childnet. 

 

Senior Management and Governors are updated by the Head/ eSafety co-ordinator and all 

Governors have an understanding of the issues and strategies at our school in relation to local and 

national guidelines and advice. 

 

3.0 Obligations and Objectives 

 

The school will take all reasonable precautions to prevent access to inappropriate material. 

However, due to the international scale and linked internet content, it is not possible to guarantee 

that unsuitable material will never appear on a school computer. The school cannot accept liability 

for the material accessed, or any consequences of internet access.  

 

3.1 The school will use a recognised internet service provider or regional broadband 

consortium and this is reviewed regularly. 

3.2 The school will have a contract with an internet provider to ensure that all internet 

access has age appropriate filtering system. 

3.3 The school will ensure that its networks have virus and anti-spam protection. 

3.4 The school should audit ICT use to establish if the e-safety policy is adequate and that 

the implementation of the e-safety policy is appropriate and effective. 

3.5 Access to school networks is controlled by personal passwords. Children accessing the 

system have controlled log-ins. 

3.6 All staff follow clear procedures for reporting issues and a log of any incidents will be 

passed to the e-safety co-ordinator and/or DCPO. These are kept to help to identify 

patterns of behaviour and to inform the e-safety policy. 

3.7 The school will ensure that one-off visitors, members of the community and other 

organisations who visit and need to use the system are made aware of the school 

safeguarding policies when they sign-in. 

3.8 The school will make reasonable endeavors to ensure those pupils who may require 

additional support or teaching to reinforce their existing knowledge and understanding 

of eSafety issues.   

3.9 Regular contractors, members of the community and organisations using the buildings and 

who require access to the school internet via their own personal devices will sign an 

Acceptable Use Agreement so it is expected that their use will be in accordance with the 

school e-safety policy. 

3.10 It must be made clear to Staff: 

 The importance of School e-Safety Policy and a copy provided. 
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 That network and Internet traffic can be monitored and traced to the individual 

user. 

 That Internet traffic can be monitored and traced to the individual user. Discretion 

and professional conduct is essential. 

 That up-to-date and appropriate staff training in safe and responsible Internet use, 

both professionally and personally, will be provided. 

 

4.0 Promotion of ESafety 

 

The school will provide managed internet access to its staff and pupils in order to help children to 

learn how to assess and manage risk as part of the Curriculum.  Children will be taught to keep 

themselves safe when using the internet and taught how to bridge the gap between school to the 

more open systems used outside of these settings 

 

In addition all staff are encouraged to incorporate eSafety activities and awareness within their 

curriculum areas and ensure they are adequately informed with up-to-date areas of concern. 

 

 The eSafety policy will be introduced to the pupils at the start of each school year 

 eSafety posters will be prominently displayed 

 The key eSafety advice will be promoted widely through school displays, 

newsletters, class activities and so on 

 

5.0 Internet / Web Usage 

 

Communication between staff, pupils and families will take place using school equipment or 

accounts. Any contact details given, such as address, email and telephone number, will be of the 

school. Staff or pupils‟ personal information will not be published.  

 

In accordance with the Acceptable Use Agreements which are signed, staff and pupils should 

ensure that their online activity, both in school and out is appropriate for their situation as a 

member of the school community. 

 

5.1 The school‟s Internet access will be designed to enhance and extend education. 

5.2 St Dunstan‟s Internet access is designed expressly for student use and includes filtering 

appropriate to the age of students: 

 The school‟s broadband access will include filtering appropriate to the age and 

maturity of pupils. 

 The school will work with the Local Authority and Becta to ensure systems to 

protect pupils are reviewed and improved. 

 If staff or pupils come across unsuitable on-line materials, the site must be 

reported to the e-safety coordinator. 

 The E-safety coordinator will ensure that regular checks are made to ensure that 

the filtering methods selected are appropriate, effective and reasonable. 

 Games machines including the Sony Playstation, Microsoft Xbox and others have 

Internet access, which may not include filtering. Care is required in any use in school 

or other officially sanctioned location 

 Any material that the school believes is illegal will be reported to appropriate 

agencies such as IWF, Surrey Police or CEOP by the E-safety Co-ordinator. 



 

 

E-Safety Policy 

St. Dunstan's Catholic Primary School, Onslow Crescent, Woking GU22 7AX  
 

 

Page 6 of 30  

5.3 Pupils will be taught what Internet use is acceptable and what is not and given clear 

objectives for Internet use (see “Think then Click” or similar posters).  

5.4 Access levels to the Internet will be controlled:  

 All staff must read and sign the „Acceptable Use Policy‟ before using any school ICT 

resources. 

 The school will maintain a current record of all staff and pupils who are granted 

access to school ICT systems. 

 At Key Stage 1, access to the Internet will be by adult demonstration with directly 

supervised access to specific, approved on-line materials.  

 At Key Stage 2 pupils will be supervised. Pupils will use age-appropriate search 

engines and online tools and online activities will be teacher-directed where 

necessary. 

 Parents will be asked to read the School Acceptable Use Policy for pupil access and 

discuss it with their child, where appropriate.  

5.5 Staff should guide pupils to online activities that will support the learning outcomes 

planned for the pupils‟ age and ability. 

5.6 Pupils will be educated in the effective use of the Internet in research, including the 

skills of knowledge location, retrieval and evaluation. 

5.7 Pupils will be shown how to publish and present information to a wider audience. 

5.8 Pupils will be taught to be critically aware of the materials they read and shown how to 

validate information before accepting its accuracy. 

5.9 The evaluation of online materials is a part of teaching and learning in every subject and 

will be viewed as a whole-school requirement across the curriculum. 

5.10 If staff or pupils discover an unsuitable site, the screen must be switched off/ closed 

and the incident reported immediately to the e-safety coordinator or teacher as 

appropriate   

5.11 The school provides pupils with supervised access to Internet resources (where 

reasonable) through the school‟s fixed and mobile internet connectivity 

5.12 Staff will preview any recommended sites, online services, software and apps before use 

5.13 Searching for images through open search engines is discouraged when working with 

pupils 

5.14 If Internet research is set for homework, specific sites will be suggested that have 

previously been checked by the teacher. It is advised that parents recheck these sites 

and supervise this work. Parents will be advised to supervise any further research 

5.15 All users must observe software copyright at all times. It is illegal to copy or distribute 

school software or illegal software from other sources 

5.16 All users must observe copyright of materials from electronic resources 

5.17 No one must post personal, sensitive, confidential or classified information or 

disseminate such information in any way that may compromise the intended restricted 

audience 

5.18 No one must reveal names of colleagues, pupils, others or any other confidential 

information acquired through your job on any social networking site or other online 

application 
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6.0 Social Media Networking Sites 

 

Online technologies, including social networking sites (Facebook, Twitter, Instagram) are prevalent 

in society. The School reminds Parents and Pupils that services such as Facebook and Instagram 

have a 13+ age rating which should not be ignored  http://www.coppa.org/comply.htm.  

 

These services are not permitted to be used in School. The exception being for purposes granted 

by the HeadTeacher and these will require individual case by case pre-approval. 

 

 

In general terms the School advises appropriate and safe use of any media sharing services; 

 

6.1 Be cautious about the information given by others on such websites, for example users 

not being who they say they are 

6.2 Avoid placing images (or details within images that could give background details) on such 

websites and to consider the appropriateness of any images they post due to the 

difficulty of removing an image once online 

6.3 Avoid giving out personal details on websites which may identify them or where they are 

(full name, address, mobile/ home phone numbers, school details, IM/ email address, 

specific hobbies/ interests) 

6.4 To set and maintain their online profiles to maximum privacy and deny access to unknown 

individuals 

6.5 Be wary about publishing specific and detailed private thoughts and information online 

 

As a result Staff personal use of social networking, social media and personal publishing sites will 

be discussed as part of staff induction and safe and professional behaviour will be outlined in the 

school Acceptable Use Policy. 

 

http://www.coppa.org/comply.htm.
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7.0 Parental Partnership 

 

We believe that it is essential for parents/carers to be fully involved with promoting eSafety 

both in and outside of school and to be aware of their responsibilities.   We regularly consult and 

discuss eSafety with parents/ carers and seek to promote a wide understanding of the benefits 

of new technologies, together with the associated risks. 

 

7.1 Parents/carers and pupils are actively encouraged to contribute to adjustments or 

reviews of the school eSafety policy by (state how) 

7.2 Parents/carers are asked to read through and sign acceptable use agreements on behalf 

of their child on admission to the school 

7.3 Parents/carers are asked to separately review the school Photographic and Video policy 

and agree to it‟s terms. 

7.4 Parents/carers are expected to sign a Home School Agreement containing the following 

statement or similar: 

We will support the school approach to on-line safety and not deliberately upload 
or add any text, image, sound or videos that could upset or offend any member of 
the school community or bring the school name into disrepute.  

7.5 The school will disseminate information to parents relating to eSafety where appropriate 

with relevant items such as;  

 Information evenings 

 Practical training sessions eg current eSafety issues 

 Posters 

 School website information 

 Newsletter items 
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8.0 Incidents & Response 

 

Any incidents must be immediately reported to the school‟s relevant responsible person or 

eSafety Co-ordinator including: 

 Security breaches 

 Loss of equipment 

 Un-authorised / Suspected misuse 

 Virus notifications,  

 Unsolicited emails,  

 All other policy non-compliances 

 

Note: Complaints and/ or issues relating to eSafety should be made to the eSafety Coordinator 

and Headteacher. 

 

See Appendix 5 – Responding to an e-safety incident 

 

8.1 All members of the school community will be informed about the procedure for reporting 

e-Safety concerns. 

8.2 The e-Safety Coordinator will record all reported incidents and actions taken in the 

School e-Safety incident log and other in any relevant areas e.g. Bullying or Child 

protection log.  

8.3 The Designated Child Protection Coordinator will be informed of any e-Safety incidents 

involving Child Protection concerns, which will then be escalated appropriately. 

8.4 The school will manage e-Safety incidents in accordance with the school discipline/ 

behaviour policy where appropriate. 

8.5 The school will inform parents/carers of any incidents of concerns as and when required. 

8.6 After any investigations are completed, the school will debrief, indentify lessons learnt 

and implement any changes required. 

8.7 A senior member of staff will deal with any complaints of Internet misuse. 

8.8 Any complaints about staff misuse must be referred to the headteacher. 

8.9 Complaints of a child protection nature must be dealt with in accordance with school 

child protection procedures. 

8.10 Pupils and parents will be informed of the complaints procedure. 

8.11 Pupils and parents will be informed of consequences of pupils misusing the Internet 

 

Cyber Bullying 

 

8.12 Cyber-bullying (along with all other forms of bullying) of any member of the school 

community will not be tolerated. Full details are set out in the school‟s policy on anti-

bullying and behaviour. 

8.13 All cases of cyber-bullying reported to the school, which have an on-going impact on 

school life, will be recorded. 

8.14 There will be clear procedures in place to investigate incidents or allegations of Cyber-

bullying. 
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9.0 Management of School ICT Assets and Devices 

 

It is good practice that all devices should be locked on leaving or the screen saver activated and 

password protected after a short interval. In addition;  

 

iPADs/Computers 

 

9.1 Pupils may not photograph any other person, without that persons‟ consent. 

9.2 Only the ICT technician will maintain syncing of applications eg. For the iPads to iTunes 

for the deployment of iStore Applications. 

9.3 Applications cannot be purchased without authorization from the ICT co-ordinator.  

9.4 All applications will be checked for their suitability to the curriculum and age of children.  

9.5 All material on the devices must adhere to the ICT Acceptable Use Policy. Users are not 

allowed to send, access, upload, download or distribute offensive, threatening, obscene 

materials. 

9.6 All device Internet settings will be configured to use the Pupil Proxy server to ensure 

Internet filtering is applied.  

 

School Hub/Servers 

 

9.7 Always keep servers in a locked environment 

9.8 Limit access rights  

9.9 Always password protect and lock the server  

9.10 Existing servers should have security software installed appropriate to the  machine‟s 

specification 

9.11 Backups should be encrypted by appropriate software 

9.12 Data must be backed up regularly  

9.13 Backups must be securely stored in a fireproof container 

9.14 Back up media stored off-site must be secure 

 

Personal Devices (non Pupils) 

 

9.15 The school allows staff to bring in personal mobile phones and devices for their own use.  

Staff are not permitted to use their own personal phones or devices for contacting 

children, young people and their families within or outside of the setting in a professional 

capacity. 

9.16 Mobile Phone and devices will be switched off or switched to „silent‟ mode, Bluetooth 

communication should be “hidden” or switched off and mobile phones or devices will not 

be used during teaching periods unless permission has been given by a member of Senior 

Leadership Team in emergency circumstances. 

9.17 Staff should not use personal devices such as mobile phones or cameras to take photos 

or videos of pupils and will only use work-provided equipment for this purpose. In rare 

circumstances and where approved by the Headteacher Staff may be authorized to take 

a photograph which will be immediately sent to the Headteacher and removed / deleted 

immediately thereafter. 

 

Mobile Devices (Pupils) 
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9.18 Year 5 and 6 pupils are allowed to bring personal mobile devices/phones to school but 

must not use them for personal purposes within lesson time and must submit them to the 

teacher at the start of the day for safe keeping (to be returned at end of day).   At all 

times the device must be switched onto silent. 

9.19 The school is not responsible for the loss, damage or theft of any personal mobile device 

9.20 Users bringing personal devices into school must ensure there is no inappropriate or 

illegal content on the device 

 

Removal and Disposal of School Devices & Equipment 

 

9.21 All redundant ICT equipment will be disposed of through an authorised agency.  This 

should include a written receipt for the item including an acceptance of responsibility for 

the destruction of any personal data 

9.22 All redundant ICT equipment that may have held personal data will have the storage 

media over written multiple times to ensure the data is irretrievably destroyed. Or if the 

storage media has failed it will be physically destroyed.  We will only use authorised 

companies who will supply a written guarantee that this will happen. 

9.23 Disposal of ICT equipment will conform to: 

 The Waste Electrical and Electronic Equipment Regulations 2006 

 The Waste Electrical and Electronic Equipment (Amendment) Regulations 2007 

 Data Protection Act 1998 

 Electricity at Work Regulations 1989 

9.24 The school will maintain an inventory of all its ICT equipment including a record of 

disposal 

 

Computer Anti-Virus & Defense 

 

9.25 It is the responsibility of the school, by delegation to the network manager, to ensure 

that anti-virus protection is installed and kept up-to-date on all school machines 

9.26 Pupils and Staff using personal removable media are responsible for measures to protect 

against viruses, for example making sure that additional systems used have up-to-date 

virus protection software.  It is not the school‟s responsibility nor the network manager‟s 

to install or maintain virus protection on personal systems. If pupils wish to bring in work 

on removable media it must be given to the (technician/teacher) for a safety check first  

9.27 If there are any issues related to viruses or anti-virus software, the network manager 

should be informed (state how this is communicated) 
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10.0 Authorised Control and Password Security 

 

All PCs, laptops and mobile data storage devices (USB sticks) should, at least, be password 

protected when used to store sensitive data which could cause distress to individuals if seen by 

unauthorised personnel. 

 

10.1 Always use your own personal passwords that are difficult to guess 

10.2 Make sure you enter your personal passwords each time you logon. Do not include 

passwords in any automated logon procedures 

10.3 Staff should change temporary passwords at first logon 

10.4 Change passwords whenever there is any indication of possible system or password 

compromise 

10.5 Do not record passwords or encryption keys on paper or in an unprotected file 

10.6 Only disclose your personal password to authorised ICT support staff when necessary, 

and never to anyone else. Ensure that all personal passwords that have been disclosed are 

changed once the requirement is finished 

10.7 Never tell a child or colleague your password 

10.8 If it is necessary for maintenance purposes to allow authorised personnel to access the 

PC or laptop then a list of all passwords should be kept securely locked in a safe.   

10.9 If you aware of a breach of security with your password or account inform  your line 

manager immediately 

 

Curriculum Domain Access Control 

 

Access via password to protected data storage areas on the Server. PCs or laptops should be 

restricted to Members of the “Curriculum Domain”. Access should only be possible using a secure 

logon setup in active directory.  The following guidance exists for Curriculum Domain members; 

 

10.10 Logging on to the domain using a pre-defined username will automatically access a 

storage area on the Curriculum server which can only be accessed by that user.  This 

area is uniquely identified to the user as the H: drive.  All the data stored in this will be 

backed up automatically every night.   

10.11 When logging on several areas of the server storage area hard drives are mapped to 

predefined drive letters in a logon script.  These are visible to the user on My Computer 

and can be accessed via the drive letter, through applications or direct link icons.  

10.12 These areas are as follows: 

H:  personalised server folder unique to the logon username 

I:   SIMS share – access for SIMS and FMS databases 

M:  Media – all curriculum resources 

S:  Staff Shared area 

Z:  Pupil Work – accessible by all staff  

10.13 All files stored on the S:, Z: or M: drives can be accessed by all users given access to the 

Curriculum server. (It is recommended that if sensitive files are shared between several 

CURRICULUM users they could be stored on the shared drives but then individually 

password protected.  It is recommended that each Curriculum user is used uniquely by 

one person.) 
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USB memory sticks  

The following sensitive data should not be held on memory sticks unless it is encrypted 

 Information concerning pupils, families etc 

 Photographs 

 Financial data 

 

Printers 

 

All staff should send any documents to the printer under the „Private‟ printing setting.  

All personnel should be aware that any sensitive documents sent to a printer should be collected 

immediately and not left on the printer.  If a document fails to print they should if possible 

delete it from the print queue. 

 

Password Security 

 

The following rules exist for the creation of passwords by Users. 

 

 A mixture of letters, numbers and lower and upper case characters.  

 At least 8 characters in length 

 At least 1 uppercase character 

 At least 1 number 

 Changed once a month  

 

Zombie Accounts 

 

Zombie accounts refers to accounts belonging to users who have left the school and therefore no 

longer have authorised access to the school‟s systems. Such Zombie accounts when left active can 

cause a security threat by allowing unauthorised access. 

 

10.14 Ensure that all user accounts are disabled once the member of the school has left  

10.15 Prompt action on disabling accounts will prevent unauthorized access  

10.16 Regularly change generic passwords to avoid un-authorised access 
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11.0 Protection of Data 

 

St. Dunstan‟s Primary School needs to keep certain information about our employees, pupils and 

other users to allow us, for example, to monitor performance, achievement, and health and safety. 

To comply with the law, information must be collected and used fairly, stored safely and not 

disclosed to any other person unlawfully. To do this, St. Dunstan‟s School must comply with the 

Data Protection Principles which are set out in the Data Protection Act 1998 (the 1998 Act). In 

summary these principles state that personal data shall: 

 

 Be obtained and processed fairly and lawfully and shall not be processed unless 

certain conditions are met. 

 Be obtained for a specified and lawful purpose and shall not be processed in any 

manner incompatible with that purpose.  

 Be adequate, relevant and not excessive for that purpose. 

 Be accurate and kept up to date. 

 Not be kept for longer than is necessary for that purpose. 

 Be processed in accordance with the data subject‟s rights. 

 Be kept safe from unauthorised access, accidental loss or destruction. 

 

All staff who process or use personal information must ensure that they follow these principles at 

all times. In order to ensure that this happens, the School has developed this Data Protection 

Policy. This policy does not form part of the contract of employment for staff, but it is a 

condition of employment that employees will abide by the rules and policies made by the School 

from time to time. Any failures to follow the policy can therefore result in disciplinary 

proceedings. 

 

The Data Controller 

 

11.1 The School as a body corporate is the Data Controller under the 1998 Act, and the 

Governors are therefore ultimately responsible for implementation. However, the Data 

Controller will deal with day to day matters. 

11.2 The Schools Data Controller is the Headteacher 

11.3 Any member of staff, parent or other individual who considers that the Policy has not 

been followed in respect of personal data about himself or herself or their child should 

raise the matter with the Data Controller. 

11.4 Privacy Notices will be issued with Induction Packs to Staff, and within the “New Parent 

Pack” to pupils on joining. 

11.5 A copy of the Privacy Notices will be kept for viewing on the school website. 

 

Responsibilities of Staff 

 

All staff are responsible for: 

 

11.6 Checking that any information that they provide to the School in connection with their 

employment is accurate and up to date. 

11.7 Informing the School of any changes to information that they have provided, e.g. change 

of address, either at the time of appointment or subsequently. The School cannot be 
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held responsible for any errors unless the staff member has informed the School of 

such changes. 

11.8 Handling all personal data (eg – pupil attainment data) with reference to this policy, the 

school‟s confidentiality statement and the guidelines in the staff handbook. 

 

Data Security 

 

All staff are responsible for ensuring that: 

 

11.9 Any personal data that they hold is kept securely. 

11.10 Personal information is not disclosed either orally or in writing or via Web pages or by 

any other means, accidentally or otherwise, to any unauthorised third party 

11.11 Staff should note that unauthorised disclosure will usually be a disciplinary matter, and 

may be considered gross misconduct in some cases. 

11.12 Personal information (pertaining to pupils or members of staff) should: 

 Be kept in a locked filing cabinet, drawer, or safe; or 

 If it is computerised, be encrypted or password protected both on a local hard drive 

and on a network drive that is regularly backed up; and 

 If a copy is kept on a USB memory key or other removable storage media, that 

media must itself be encrypted/password protected and/or kept in a locked filing 

cabinet, drawer, or safe. 

 



 

 

E-Safety Policy 

St. Dunstan's Catholic Primary School, Onslow Crescent, Woking GU22 7AX  
 

 

Page 16 of 30  

 

12.0 Staff, Governor Remote Access of School ICT/Information 

 

12.1 Staff, Governors are responsible for all activity via your remote access facility  

12.2 Only use equipment with an appropriate level of security for remote access 

12.3 To prevent un-authorised access to school systems, keep all ID and Passwords secure and 

do not disclose them to anyone 

12.4 Avoid writing down or otherwise recording any network access information. Any such 

information that is written down must be kept in a secure place and disguised so that no 

other person will be able to identify what it is 

12.5 Protect school information and data at all times, including any printed material produced 

while using the remote access facility. Take particular care when access is from a non-

school environment 

12.6 Web based school information which is accessed remotely by Staff eg FLIC needs to be 

ID/Password protected and the device must be one provided by the school. 

 

 

13.0 E-mail 

 

The use of e-mail within most schools is an essential means of communication for both staff and 

pupils. In the context of school, e-mail should not be considered private.  Educationally, e-mail can 

offer significant benefits including; direct written contact between schools on different projects, 

within school or international. 

 

St. Dunstan‟s do not supply pupils with e-mail accounts. 

 

Managing e-mail (Staff and Governors) 

 

The school gives all staff their own e-mail account to use for all school business as a work based 

tool This is to protect staff, minimise the risk of receiving unsolicited or malicious e-mails and 

avoids the risk of personal profile information being revealed 

 

13.1 Staff should use their school email for all professional communication. 

13.2 Staff are aware that school based email and internet activity can be monitored and 

explored further if required  

13.3 The school requires a standard disclaimer to be attached to all e-mail correspondence, 

stating to the effect „the views expressed are not necessarily those of the school, the 

Diocese or the LA‟ or equivalent legally ratified content.  The responsibility for adding 

this disclaimer lies with the account holder 

13.4 All e-mails should be written and checked carefully before sending, in the same way as a 

letter written on school headed paper 

13.5 Staff sending e-mails to external organisations or parents are advised to cc. the 

Headteacher, line manager or designated line manager  

13.6 Pupils may only use school approved accounts on the school system and only under direct 

teacher supervision for educational purposes 

13.7 E-mails created or received as part of your school job will be subject to disclosure in 

response to a request for information under the Freedom of Information Act 2000. You 

must therefore actively manage your e-mail account as follows: 

 Delete all e-mails of short-term value 
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 Organise e-mail into folders and carry out frequent house-keeping on all folders and 

archives 

13.8 The forwarding of chain emails is not permitted in school.   

13.9 Staff must inform (the eSafety co-ordinator or line manager) if they receive an 

offensive e-mail 

13.10 However you access your school e-mail (whether directly, through webmail when away 

from the office or on non-school hardware) all the school e-mail policies apply 

 

Sending e-mails 

 

13.11 Use your own school e-mail account so that you are clearly identified as the originator of 

a message 

13.12 Keep the number and relevance of e-mail recipients, particularly those being copied, to 

the minimum necessary and appropriate 

13.13 Do not send or forward attachments unnecessarily. Whenever possible, send the location 

path to the shared drive rather than sending attachments  

13.14 School e-mail is not to be used for personal advertising  

 

Receiving e-mails 

 

13.15 Check your e-mail regularly 

13.16 Activate your „out-of-office‟ notification when away for extended periods 

13.17 Never open attachments from an untrusted source; consult your network manager first 

13.18 Do not use the e-mail systems to store attachments. Detach and save business related 

work to the appropriate shared drive/folder 

13.19 The automatic forwarding and deletion of e-mails is not allowed 

 

 

14.0 Safe Use of Images 

 

This policy needs to be read in conjunction with the School “Photography and Video Use” Policy. 

 

 

Webcams 

 

14.1 We do not use publicly accessible webcams in school 

14.2 Webcams will not be used for broadcast on the internet without prior parental consent 

14.3 Misuse of the webcam by any member of the school community will result in sanctions (as 

listed under the „ inappropriate materials‟ section of this document) 

14.4 Consent is sought from parents/carers and staff on joining the school, in the same way 

as for all images 
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Appendix 1: Staff, Governor, Volunteer and Student Acceptable Use Agreement  

 

Staff, Governor, Volunteer and Student  

Acceptable Use Agreement 

 
ICT and the related technologies such as email, the internet and mobile devices are an expected 

part of our daily working life in school.  This policy is designed to ensure that all staff are aware 

of their professional responsibilities when using any form of ICT.  All staff are expected to sign 

this policy and adhere at all times to its contents.  Any concerns or clarification should be 

discussed with the School e-Safety coordinator.   

 I appreciate that ICT includes a wide range of systems, including mobile phones, tablets, 

digital cameras, email, social networking and that ICT use may also include personal ICT 

devices when used for school business. 

 I understand that it is a criminal offence to use a school ICT system for a purpose not 

permitted by its owner. 

 I will only use the school‟s email, internet and any related technologies for professional 

purposes, or for uses deemed „reasonable‟ by the Head or Governing Body. 

 I will comply with the ICT system security and not disclose any passwords provided to me by 

the school or other related authorities.  

 I understand that I am responsible for all activity carried out under my username. 

 I will only use the approved, secure email system(s) for any school business. If any in 

appropriate content is detected the email account must be closed immediately. If liaising with 

parents via email I understand that the school email account needs to be used. 

 I will ensure that all electronic communications with parents, pupils and staff, including email, 

IM and social networking, are compatible with my professional role and that messages cannot 

be misunderstood or misinterpreted. 

 I will ensure that personal data (such as data held on SIMS) is kept secure and is used 

appropriately, whether in school, taken off the school premises or accessed remotely.  

Personal data can only be taken out of school on an encrypted USB disk or accessed remotely 

when authorised by the Head teacher or Governing Body. 

 I agree not to use „cloud based storage systems‟ to store any personal or sensitive data on. 

 I will only take images of pupils and/or staff for professional purposes in line with school 

policy.  I will not distribute images outside the school network/learning platform without the 

permission of the Head teacher. 

 I will not install any hardware or software without the permission of the school. 

 I will not browse, download, upload or distribute any material that could be considered 

offensive, illegal or discriminatory.  

 I will respect copyright and intellectual property rights. 

 I understand that all my use of the internet and other related technologies can be monitored 

and logged and can be made available, on request, to my Line Manager or Head teacher.   

 I will support the school‟s e-safety policy and help pupils to be safe and responsible in their 

use of ICT and related technologies. I will promote e-safety with students in my care and will 

help them to develop a responsible attitude to system use, communications and publishing. 

 I will report any incidents of concern regarding children‟s safety to the e-safety Coordinator, 

the Designated Child Protection Officer or Head teacher.  

 I understand that sanctions for disregarding any of the above will be in line with the school‟s 

disciplinary procedures and serous infringements may be referred to the police. 
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 Anyone‟s communication device which requires access to the school communications system 

must be programmed by the ICT technician. Whereupon that individual will permanently leave 

the School then that same device must be programmed “to forget” access rights. 
  

User Signature 
 

I agree to follow this code of conduct and to support the safe use of ICT throughout the 

school. 

 

Full Name…………………………………………………………………………………… (Printed) 

 

Job title………………………………………………………………………………………………… 

 

Signature………………………………………………  Date…………………… 
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Appendix 2: Visitor Acceptable Use Agreement  

 

Visitor 

Acceptable Use Agreement 
 

 I understand that I have been given  use of the school internet and/or school ICT systems in 

order to carry out a specific job for the school 

 

 I understand that it is a criminal offence to use a school ICT system for a purpose not 

permitted by its owner. 

 

 I will only use the school‟s internet and any related technologies for the purpose for which I 

have been given access. 

 

 I will comply with the ICT system security and not disclose any passwords provided to me by 

the school or other related authorities.  

 

 I will not install any hardware or software without the permission of the school. 

 

 I will not browse, download, upload or distribute any material that could be considered 

offensive, illegal or discriminatory whilst using the school ICT systems 

 

 I understand that all my use of the internet and other related technologies can be monitored 

and logged and can be made available, on request, to the Head teacher or my employer.   

 

 I will respect copyright and intellectual property rights. 

 

 I understand that if I disregard any of the above then it will be reported to my employer and 

serious infringements may be referred to the police. 

 

User Signature 
 

I agree to follow this code of conduct and to support the safe use of ICT throughout the school. 

 

Full Name…………………………………………………………………………………… (Printed) 

 

Company……………………………………………………………………………………………… 

 

Signature………………………………………………  Date…………………… 
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Appendix 3: E-safety rules for KS1 and KS2  

 

KS1 (<example>) 
 

Think then Click 

 

These rules help me to stay safe on the internet 

 

I will take care of the school computers 

 

I will only use the internet when I have been given 

permission by an adult 

 

I will tell an adult if I see something on the internet 

that upsets me. 

 

I will not tell other people my personal things about 

me. 

 

I will always be polite and friendly when I write 

messages on the internet 

 

Always remember 

Treat your password like your toothbrush; don‟t let anyone else use it!! 

Always let an adult know if something on the internet worries you. 
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KS2 
 

These rules will help to keep everyone safe and help us to be fair to others. 
 

 I will only use the school‟s computers for schoolwork and homework 

 I will only login to the school systems as myself unless I have been given 

permission to do otherwise 

 I will only edit or delete my own files 

 I am aware that some websites and social networks have age restrictions 

which mean that I should not go on them 

 I will only visit internet sites that are appropriate for my age and immediately 

close down any webpage I don‟t like 

 I will only communicate with people I know, or that a responsible adult has 

approved and will never arrange to meet with someone I don‟t know 

 I will only send polite and friendly messages 

 I will not open an attachment, or download a file, unless I have been given 

permission by an adult 

 I will support the school approach to online safety and not deliberately upload 

or add any images, video, sounds or text that could upset any member of the 

school community 

 I will not tell anyone my home address, phone number, send a photograph or 

video, or give any other personal information that could be used to identify 

me, my family or my friends, unless a trusted adult has given permission.  

 If I see anything I am unhappy with or I receive a message I do not like, I will 

show a responsible adult.  

 

I agree to follow these internet safety rules 

 

My name: . . . . . . . .. . .. . . . . . . . . . .       Class: . . . . . . . . . . .. .      Date: . . . . . . . . . . . . 
 

Always remember 

Treat your password like your toothbrush; don‟t let anyone else use it!! 

Always let an adult know if something on the internet worries you. 
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Appendix 4: Parent ICT user agreement on behalf of their child  

 
It is the expectation of Governors that the school will acquire signed use agreements for EFYS, KS1 and KS2 that 
confirm that parents/pupils have read and understood the attached school e-safety rules which thereby grant   
their daughter or son to have access to use the internet, school system and other ICT facilities at school.   
 
An example is available from Surrey County Council : 
 https://www.surreycc.gov.uk/__data/assets/pdf_file/0005/14558/E-safety-toolkit-for-schools.pdf 
as defined in Appendix 6 – Parent/Carer Consent Form; 
 

“As the parent or legal guardian of the above pupil, I have read and understood the attached school e- 
safety rules and grant permission for my daughter or son to have access to use the internet, school email 
system, learning platform and other ICT facilities at school.  I know that my daughter or son has signed 
an e-safety agreement form and that they have a copy of the school  e-safety  rules.      We  have  
discussed  this  document  and  my  daughter  or  son  agrees  to follow the e-safety rules and to support 
the safe and responsible use of ICT at XXX School. 
 
I  accept  that  ultimately  the school  cannot  be  held  responsible  for  the  nature  and  content  of 
materials  accessed through  the internet and  mobile  technologies,  but  I  understand  that  the  school 
will  take  every  reasonable  precaution  to  keep  pupils  safe  and  to  prevent  pupils  from  accessing 
inappropriate materials.  These steps include using an educationally filtered service, restricted access 
email, employing appropriate teaching practice and teaching e-safety skills to pupils.   
 
I understand that the school can check my child’s computer files  and  the  internet  sites  that  they visit, 
and that if they have concerns about their e-safety or e-behaviour they will contact me.   
 
I understand the school is not liable for any damages arising from my child’s use of the internet facilities. 
I will support  the  school  by  promoting  safe  use  of the internet and  digital technology  at  home  and 
will inform the school if I have any concerns over my child’s e-safety.” 

 

https://www.surreycc.gov.uk/__data/assets/pdf_file/0005/14558/E-safety-toolkit-for-schools.pdf
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Appendix 5: Responding to an e-safety incident  

This guidance is for senior management within schools on how to respond to an e-safety incident 

of concern.  It is important to note that incidents may involve an adult or child as the victim or 

the instigator. Adults can also be subject to cyber bullying by pupils. 

This diagram should be used with the screening tool and the Surrey Child Protection Procedures 

which include what to do if you are concerned about a child, or about an adult working with 

children. Schools‟ DCPOs will be conversant with these and the processes for referral. 

 

 

 

 

Yes No 

Yes 

A concern is raised 

 

What type of  

activity is involved?      

(Use screening tool/e-

safety legal framework) 

Illegal Incident closed  
(Is counselling or 
advice required?) 

Who is involved? 

Inappropriate 

Establish level of  
concern. 

(Screening tool) 

Establish level of  
concern. 

(Screening tool) 

Establish level of  
concern. 

(Screening tool) 

Child as  

instigator 

Child as  

victim 

Possible  

legal action 

Potential  

illegal or child 

protection 

 issues? 

SSCB Child 

Protection 

Procedures refer to 

LADO 

In-school action:  

DCPO,  

Head of ICT, senior manager. 

Counselling  

Risk assessment 

Refer to the Head teacher/Designated Child Protection Officer DCPO 

Staff as 

instigator 

School disciplinary & child protection 

procedures  (posse parental involvement) 

Other 

children 

involved? 

DCPO to 

consider need 

for CP referral, 

or where staff 

member 

allegation, 

referral to LADO  

Possible  

legal action 

If appropriate, 

disconnect 

computer, seal 

and store. 

Establish level of  
concern. 

(Screening tool) 

Staff as 

victim 

Duty LADO:  01372 833310 (Local Authority Designated Officer) 

Contact Centre Children’s referrals 0300 200 1006 
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Appendix 6: E-Safety Incident Log  

 

Number: Reported By: (name of staff 
member) 

Reported To: (e.g. Head, e-Safety Officer) 

 When: When: 

Incident Description: (Describe what happened, involving which children and/or staff, and what action 

was taken) 

 

 

 

 

 

 

 

 

 

 

Review Date:  

Result of Review: 

 

 

 

 

 

 

 

Signature 

(Headteacher) 

 Date:  

 

Signature 

(Governor) 

 Date:  
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Appendix 7: The Legal Framework surrounding e-safety  

 

This section is designed to inform users of legal issues relevant to the use of electronic 

communications. It might also be useful to make reference to this when dealing with e-safety 

infringements to reinforce the seriousness of issues arising.  

 

Communications Act 2003 (section 127) 

Sending by means of the internet a message or other matter that is grossly offensive or of an 

indecent, obscene or menacing character; or sending a false message by means of or persistently 

making use of the internet for the purpose of causing annoyance, inconvenience or needless 

anxiety is guilty of an offence liable, on conviction, to imprisonment.  

 

This wording is important because an offence is committed as soon as the message has been sent: 

there is no need to prove any intent or purpose. 

 

Racial and Religious Hatred Act 2006 

It a criminal offence to threaten people because of their faith, or to stir up religious hatred by 

displaying, publishing or distributing written material which is threatening. Other laws already 

protect people from threats based on their race, nationality or ethnic background. 

 

The Computer Misuse Act 1990 (sections 1 – 3) 

Regardless of an individual‟s motivation, the Act makes it a criminal offence to: 

 gain access to computer files or software without permission (for example using someone else's 

password to access files); 

 gain unauthorised access, as above, in order to commit a further criminal act (such as fraud); 

or 

 impair the operation of a computer or program (for example caused by viruses or denial of 

service (DOS) attacks). 

 

UK citizens or residents may be extradited to another country if they are suspected of 

committing any of the above offences. 

 

Copyright, Design and Patents Act 1988 

Copyright is the right to prevent others from copying or using his or her “work” without 

permission.  

 

The material to which copyright may attach (known in the business as “work”) must be the author‟s 

own creation and the result of some skill and judgement. It comes about when an individual 

expresses an idea in a tangible form. Works such as text, music, sound, film and programs all 

qualify for copyright protection. The author of the work is usually the copyright owner, but if it 

was created during the course of employment it belongs to the employer.  

 

It is an infringement of copyright to copy all or a substantial part of anyone‟s work without 

obtaining the author‟s permission. Usually a licence associated with the work will allow a user to 

copy or use it for limited purposes. It is advisable always to read the terms of a licence before 

you copy or use someone else‟s material. 

 

It is also illegal to adapt or use software without a licence or in ways prohibited by the terms of 

the software licence. 
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Data Protection Act 1998 

The Act requires anyone who handles personal information to notify the Information 

Commissioner‟s Office of the type of processing it administers, and must comply with important 

data protection principles when treating personal data relating to any living individual. The Act 

also grants individuals rights of access to their personal data, compensation and prevention of 

processing. 
http://www.hmso.gov.uk/acts/acts1998/19980029.htm 

 

Education Act 2011, sections 2 to 4, 

This provides further clarification on statutory staff powers to discipline pupils for inappropriate 

behaviour or not for following instructions, both on and off school premises.   

 

Education and Inspections Act 2006, sections 90 and 91 

This provide statutory powers for staff to discipline pupils for inappropriate behaviour or for not 

following instructions, both on and off school premises. Section 94 also gives schools the power to 

confiscate items from pupils as a disciplinary penalty.  These powers may be particularly important 

when dealing with e-safety issues: online bullying may take place both inside and outside school, 

and this legislation gives schools the legal power to intervene should incidents occur. It also gives 

teachers the power to confiscate mobile phones, and other personal devices, if they suspect that 

they are being used to compromise the well-being and safety of others. 

 

The Freedom of Information Act 2000 

https://ico.org.uk/for-organisations/guide-to-freedom-of-information/ 

 

Malicious Communications Act 1988 (section 1)  

This legislation makes it a criminal offence to send an electronic message (e-mail) that conveys 

indecent, grossly offensive, threatening material or information that is false; or is of an indecent 

or grossly offensive nature if the purpose was to cause a recipient to suffer distress or anxiety. 

 

Obscene Publications Act 1959 and 1964 

Publishing an “obscene” article is a criminal offence. Publishing includes electronic transmission. 

 

Public Order Act 1986 (sections 17 – 29) 

This Act makes it a criminal offence to stir up racial hatred by displaying, publishing or 

distributing written material which is threatening. Like the Racial and Religious Hatred Act 2006 

it also makes the possession of inflammatory material with a view of releasing it a criminal 

offence. 

 

Protection of Children Act 1978 (Section 1) 

It is an offence to take, permit to be taken, make, possess, show, distribute or advertise indecent 

images of children in the United Kingdom. A child for these purposes is anyone under the age of 

18. Viewing an indecent image of a child on your computer means that you have made a digital 

image. An image of a child also covers pseudo-photographs (digitally collated or otherwise). A 

person convicted of such an offence may face up to 10 years in prison. 

 

Protection from Harassment Act 1997 

A person must not pursue a course of conduct, which amounts to harassment of another, and which 

he knows or ought to know amounts to harassment of the other. 

http://www.hmso.gov.uk/acts/acts1998/19980029.htm
https://ico.org.uk/for-organisations/guide-to-freedom-of-information/
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A person whose course of conduct causes another to fear, on at least two occasions, that violence 

will be used against him is guilty of an offence if he knows or ought to know that his course of 

conduct will cause the other so to fear on each of those occasions. 

 

The Equality Act 2010 

The Equality Act 2010 provides a single, consolidated source of discrimination law, covering all the 

types of discrimination that are unlawful.  It defines that schools cannot unlawfully discriminate 

against pupils because of their sex, race, disability, religion or belief and sexual orientation. 

Protection is now extended to pupils who are pregnant or undergoing gender reassignment. 

However, schools that are already complying with the law should not find major differences in 

what they need to do. 

 

This Act makes it a criminal offence to threaten people because of their faith, or to stir up 

religious hatred by displaying, publishing or distributing written material which is threatening. 

Other laws already protect people from abuse based on their race, nationality or ethnic 

background. 

 

Regulation of Investigatory Powers Act 2000 

The Regulation of Investigatory Powers Act 2000 (RIP) regulates the interception of 

communications and makes it an offence to intercept or monitor communications without the 

consent of the parties involved in the communication. The RIP was enacted to comply with the 

Human Rights Act 1998.  

 

The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 

2000, however, permit a degree of monitoring and record keeping, for example, to ensure 

communications are relevant to school activity or to investigate or detect unauthorised use of the 

network. Nevertheless, any monitoring is subject to informed consent, which means steps must 

have been taken to ensure that everyone who may use the system is informed that communications 

may be monitored.  

 

Covert monitoring without informing users that surveillance is taking place risks breaching data 

protection and privacy legislation. 
http://www.hmso.gov.uk/acts/acts2000/20000023.htm 

 

Sexual Offences Act 2003 

A new grooming offence is committed if you are over 18 and have communicated with a child under 

16 at least twice (including by phone or using the internet) and then intentionally meet them or 

travel with intent to meet them anywhere in the world with the intention of committing a sexual 

offence.  

 

Causing a child under 16 to watch a sexual act is illegal, including looking at images such as videos, 

photos or webcams, for your own gratification.  

 

It is also an offence for a person in a position of trust to engage in sexual activity with any person 

under 18, with whom they are in a position of trust. (Typically, teachers, social workers, health 

professionals, connexions staff fall in this category of trust).  

 

http://www.hmso.gov.uk/acts/acts2000/20000023.htm
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Any sexual intercourse with a child under the age of 13 commits the offence of rape.  Schools 

should already have a copy of “Children & Families: Safer from Sexual Crime” document, which is 

available from the Home Office website  

(www.homeoffice.gov.uk/documents/children-safer-fr-sex-crime?view=Binary). 

 

More information about the 2003 Act can be found at www.teachernet.gov.uk 

 

Human Rights Act 1998 
http://www.hmso.gov.uk/acts/acts1998/19980042.htm 

http://www.homeoffice.gov.uk/documents/children-safer-fr-sex-crime?view=Binary
http://www.teachernet.gov.uk/
http://www.hmso.gov.uk/acts/acts1998/19980042.htm
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Appendix 8: Further Information on e-safety  

 

 Test your online safety skills http://www.getsafeonline.org 
 

 Information Commissioner‟s Office – www.ico.org.uk  
 

 Cloud (Educational Apps) Software Services and the Data Protection Act – 
Departmental advice for local authorities, school leaders, school staff and 
governing bodies, October 2014.  This is an advice and information document issued 
by the Department for Education.  The advice is non-statutory, and has been 
produced to help recipients understand some of the key principles and their 
obligations and duties in relation to the Data Protection Act 1998 (the DPA), 
particularly when considering moving some or all of their software services to 
internet-based “cloud” service provision. 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/40
4098/Cloud-services-software-dept-advice-Feb_15.pdf  
 

 For additional help, email school.ictsupport@education.gsi.gov.uk 
 

 Thinkuknow. A mock cybercafé which uses online role-play to help children from 5 
to 16+ explore a range of issues. http://www.thinkuknow.co.uk 

 Aimed at parents and carers, there is a great deal of very clear information about 
chat rooms, social networking sites, email and much more. 
http://www.careforthefamily.org.uk/pdf/supportnet/InternetSafety.pdf 

 BBC: Includes an „Internet for Beginners‟ course and a tool for answering your 
internet related questions. http://www.bbc.co.uk/webwise 

 SMART - Explains the SMART rules for safe internet use and lots more besides. 
http://www.kidsmart.org.uk/ 

 CEOP. The government‟s Child Exploitation and Online Protection Centre. 
http://www.ceop.gov.uk/ 

 Vodafone. Site is designed to help parents and carers develop an understanding of 
their child‟s internet use. http://www.parents.vodafone.com 

 School‟s toolkit is available - Record Management Society website. 
http://www.rms-gb.org.uk/resources/848 

http://www.getsafeonline.org/
http://www.ico.org.uk/
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/404098/Cloud-services-software-dept-advice-Feb_15.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/404098/Cloud-services-software-dept-advice-Feb_15.pdf
mailto:school.ictsupport@education.gsi.gov.uk
http://www.thinkuknow.co.uk/
http://www.careforthefamily.org.uk/pdf/supportnet/InternetSafety.pdf
http://www.bbc.co.uk/webwise
http://www.kidsmart.org.uk/
http://www.ceop.gov.uk/
http://www.parents.vodafone.com/
http://www.rms-gb.org.uk/resources/848

