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Read the statistics - which surprise you the most? Why? How does
this national data reflect what happens in your home or family?
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() Childnet

Childnet International is a non-profit organisation working with others to
help make the internet a great and safe place for children.

s « UK Safer
' Internet
Centre

The UK Safer Internet Centre is a partnership between three organisations:
Childnet, the Internet Watch Foundation (IWF) and SWGfL. It has three
main functions: an awareness centre, a helpline for professionals and a

hotline to report and remove child sex abuse imagery and videos.



What does your child
love doing online?
What services and

devices do they use?

' FORTNITE
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The online world can be exciting and inspiring. It has lots of opportunities to offer

young people. It is important to manage and minimise the associated risks.



%7 Conduct

Online behaviour & sharing

Children need to be aware of the impact that their online activity can have
on both themselves and others, and how other people may perceive them
because of what they say and do online.

It's easy to feel anonymous online and it's important that children are
aware of who is able to view, and potentially share, the information,
photos and videos that they may have posted.

When using the internet, it's important to keep personal information
(that could identify who they are) safe and not share it with strangers.




B Content

What children see online

Some online content is not suitable for children and may be hurtful or
harmful. This is true for content accessed and viewed via social media,

online games, streams and websites.

Live comments and chats alongside other content including videos,
streams and games can be hurtful, harmful or unreliable.

It's important for children to consider the reliability of online material
and be aware that it might not be true or written with a bias. Photos
and videos can also be edited or inaccurate.




[ Contact

Online communication

2

? CEOP REPORT
ceop.police.uk

It is important for children to realise that new friends made online may
not be who they say they are and that once a friend is added to an
online account, you may be sharing your personal information with

them.

If you have concerns that your child is, or has been, the subject of
inappropriate sexual contact or approach by another person (including,
but not limited to, a request to meet up or a request for images/videos),

it's vital that you report it to the police via:
Child Exploitation and Online Protection Centre (www.ceop.police.uk).




Commerce

Risks with a financial or contractual element

Spending money, sharing data and being exposed to advertising or other
commercial interests can happen across many apps and online platforms,
including games, social media, video-sharing platforms, blogs and websites.

Children should be aware that many of the influencers and personalities they
engage with online will be paid to advertise and promote products, companies
or other commercial interests.

Additionally, some children may feel pressure to spend money on particular
items or merchandise, particularly in games. Some features, like loot boxes,
have also been linked to problem gambling behaviours.




Online bullying

Also known as 'cyberbullying' - takes place online or using technology.

Cyberbullying can happen in many different ways including
unkind messages or comments, the sharing of embarassing
photos or exclusion from group chats.

Children need to understand that their online actions can be just as
hurtful as offline actions and that seeking to deliberately hurt or
upset someone is always unacceptable.




Nudes and sexting

Sexting is taking and sharing a nude, partially nude or sexually explicit image or video.

If the person in the image is under-18 then it breaks the law. The Protection of Children Act
states that it is illegal to create, distribute or possess an indecent image of a child, including
images or videos taken by the child themselves (e.g. selfies).

The police take a common sense approach and are not seeking to criminalise young

people, but do have a duty of care if asked to investigate.

In the online world, content can get very far, very quickly and young people may lose
control of who else sees theirimage. Knowing an image has been seen by others can be
very difficult and traumatic for a young person to experience.

Sexting is a risk even for younger children. A child with access to a device, who can take a
photo and send it on, may not understand the possible consequences and just think
they're being funny.




n Advice on online contact and grooming

Discuss online friendship with your child - make sure they understand that a person
they've never met face-to-face is still a stranger. Discuss what kinds of information they

should avoid sharing with strangers.

Ensure they know they can come to you if they have any worries or concerns.

If you have an suspicions whatsoever about someone who is in contact
with your child online then report it to CEOP.

You will be shown how to report to CEOP later in this presentation.




o Advice on online bullying

Discuss online bullying with your child - teach the importance of online respect and
make sure they know they can talk to you if they have any worries or concerns.

If they are a victim of this type of behaviour:

1 Do save the evidence Don't deny your child access to a device
or service. They may feel punished when

Bl Do report to your school/ the police they're already the victim.

't retaliate.

Do use online tools to report and block A Don
the perpetrator.




Advice on nudes and sexting

Discuss sexting with your child - ensure they know that once this kind of content gets out
there, it's very difficult to get it back and the consequences of this can be very upsetting.

Make sure they know they can talk to you if they have any concerns or worries.
Try to remain reassuring and non-judgemental.

With younger children, discuss which parts of their body should be kept private.

Do seek advice from your child's «as, DOTEpPOrtto the Police or CEOP if you

school if you need further support. have any suspicions about the
involvement of an adult or think you

child has been coerced.




An open and honest —
dialogue with your () Childnet R
child is absolutely '
key.

Porens B carers
Have a conversation

Advice and resources to help tolk about life
onling

& simple and effective woy to get involved with your children and

Talk to them about
their internet use and A S

byt their internet use porents can help chikdren aooess the
QMAZing resources tha intemnet hos to offer whilst kesping tham

let them know they ot onie
can ta I.k tU FG‘ u. Conversation starter ideas

childnet.com/parents-and-carers/have-a-conversation



Consider setting a
family agreement to
open discussion.

Establish boundaries
and your
expectations as a
family.

() Childnet

Ersnurces

Parents and Carers Toolkit

Three resources that offer practical tips
fferent aspects of keeping
your child sofe online.

Thty 6N SE S0 1T parests and caners o any oge hild 10;

t =memr pnbe s ife

Download the full Parent and Carer Toolkit here:

childnet.com/toolkit




Filtering software

and settings can
help block

unwanted content.

Look at filters on
individual devices
and from mobile &
internet providers

Parental Controls

Cive your child = safe space to explore their cuniosity online

f Step Dy step guiddes will hels you 1o set up the rght

N privacy settings on the networks, gadgets,

sites they use to give them a safer online

DS
axperiens

internetmatters.org/parental-controls/



Familiarise yourself
with safety and privacy
settings on the
services your family
uses.

Learn how to report,
block and mute other
users on games and
social media.

) Childnet Teachars & profassisnsis

Halp ond Adwvice

How to make a report

Reporting advice for adults and young
people. Find out how to report on popular
online services.

Mot services. e nules obout whot kind of content i ollowed on
the sito. Making a neport ls O vy of alp tareg tharn Bhot somison

of SO g hod Bidkan DhEid fulis,

What can | report?

childnet.com/how-to-report




Get involved with your

child's life online. Learn
about the apps, games
and devices they use.

Play their favourite
games with them, try
out their favourite

apps...

— FAMILY —
PVIDEO GAME"
-DATABASE-

Slort Here Heolth Advice  Dig Despsr Curoled Lish  Aboul
Bripas Foor oress

Wa'ra hare io help porents and guordior Seech For Gome [ video gomes:

P Sinpu Wl Browsa ond Curoted Goma Lists

" Discower Amazing Gomes: Seorch
Teamirg) CRoming Mamslaiar
’ Understand Benefits ond Kisks: Py Powting Gomenblog  wallsther ond our Toming Croming Book

Vhocdrley Gurrdag Sabsiue
! Connect With Your Child's Goming: v hors Mersr ond irending loday

Ter et shared, jus! lype a gamse of lopic inlo the ssarch at the lop of every poge, scroll down hene ko
browse our recant content or use the detoiled search io find games that moich your fomily's requinements.

’ Cwyr Teom's Fovouriles

taminggaming.com



Consider setting up
a shared family
email address.

Your child can use
this when signing up
to new services.

Give your child
strategies to deal
with content they
don't want to see

For example,
speaking to you or
turning off the device

Encourage your
child to always
'think before you
post'

Lead by example and
discuss the content
you share on social

media too




Other useful resources...

(54 common sense mie
%.‘ PEGI Age Ratings Familly Frierdly Games Careers
& LOT OR A LITTLE? games

The parents’ guide towhat's in this app.

What are PEGI age Ratings?

Hlonne

Age ratimgs ensure thal entertainment content - such as firrs, DVDs,
and games - is dearly labelled for the minimum age group for which it
Is suitanle. Age ratngs provide guidance 1o ConsUMers mo help them
decide whether ar not to bisy a partiodar product. Singe 2012, PEGI has
been the sole system used inthe LK far new consale and PC games

WHAT PARENTS MEED TO KNIOW

i rubsed e o 12 popular messaging po that Jlows lesns o Many thousands of games have besn PEGErated since the scherme was

calls — bath au and video. The devised and introduced in =arly 2003, tis important to note that in the

commonsensemedia.org askaboutgames.com




Making a report oo €

Look out for these symbols on the post, Nudity  Viol
comment or user profile you want to report i) (T Choose a
Unauthorised sales  Hate speech reason for

e ® :
Ap=: TEID e
—
Choose & reason far repoarting 1his post @

1 just doert e It >
Nudity or pornography

Hate speech or symbels

Violence or threat of viclence

— - REBLEAX

Sale or promotion of drugs >
Fill out the form with as much detail as R i
possible and press send to inform the

Inteliectual property violation

platform's safety team.



Follow up inadequate responses to reports on other services here:

REPORT
g RM E % Report Advice

We can help you report:

Bullying or

npersoratio Harsament

un 3
d

reportharmfulcontent.com



Report any suspected grooming to CEOP:

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

Make o report 1o one of CEOP's Child Protection Advisors

Should | make a report What happens when | How can CEOP help
to CEOP? =+ make a report? =+ me? =+

o peirrind sl e slued o ot o s wpianuad S Prietien ankns shuns aMerts many o ks pen sed
Addvingrs il ben Gt ba muah e 6 een yom yeing praple esary day, COOP haa

thi way semeans bas bien
helperd thosisnd of people in need of

aommeniicaticg online, b CEOF know gt the Beldp that you newd.

ceop.police.uk



Young people can report their nude image being shared online here:

Child“ne Call 0800 1117

OMUNME, oM THE PHoNE, ANYTIME

You are hare S Home / Info and advic

childline.org.uk/report-remove



Report child sexual abuse content to the Internet Watch Foundation

Resources Contact Members Area Login

Report criminal content HERE )

Our services Become a Member News & Media 0O

[€] Select Language * Fundraising

What we do

.
.

1ve
- e

You can anonymously and confidentially report:

Child sexual abuse content
Non-photographic child sexual abuse images

Report criminal content HERE (@) )

- -—

LR
.l
s‘;
TT s ee

..'
ek R R
RS ereee

“Caeee”

~
-

iwf.org.uk



Start on a positive note...

What do you like
most about the
internet and why?
Whats your favourite
game/app/site?
N\

The internet offers
brilliant opportunities for
making connections with
others. Who do you like
to keep in touch with
online and what apps/-
services do you use?

/ Do you like to be creative online? \
What have you created?

(It could be anything from a picture or
video to creating their own games, sites

\\ or apps.)




Keep the conversation going...

"'\
Do you have any
tips for how to be
positive and show
respect online?

What could you do if someone
online is making you or
someone you know feel

/

worried or upset?

How might you know if you are
using the internet/technology

too much?

4 How does the

infernet make you
feel? Do ditferent

Do you know where to go for
help, where to find safety

tools on your favourite apps
and gomes?

advice and how to use safety

apps/games makes
you feel differently?
-

Help me!
Can your child show you how to
do something better/safer onling?




